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Globally Unique Identifier


Creation of a Globally Unique Identifier 

A Globally Unique Identifier (GUID), also called a Universally Unique Identifier, is appended to the Common Name (CN) attribute to create a unique Distinguished Name (DN), expressed by the following notation: "DN=CN:GUID".  The GUID is a 128-bit unique number Base64 encoded used to ensure uniqueness in the Distinguished Name in case the Common Name is used more than once.  The base64 encoding is a variant encoding and must result in a 24 character long string utilizing the following character set: 

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789[ ]- where the + / = characters have been replaced with the [  ] - characters, respectively, eliminating directory reserved character conflicts with + / and = characters.
No other characters may be used.  The GUID must be unique within the domain of Certificates issued by an Issuing CA, and must be unique across all other CA domains issuing certificates subject to this Policy.

Subscriber's Unique Name 

Within the state of Washington PKI, a GUID is associated with the Subscriber’s Common Name, and with the Issuing CA’s Subscriber Account. Accounts are created when applicants register their information with an Issuing CA and a certificate is issued to them.  Accounts remain active as long as Subscribers renew their certificate(s). An account is closed when the certificate expires before it is renewed, or when it is revoked.  The GUID assigned to that account becomes invalid and the link between the GUID and the Subscriber's information disappears.  However, when a certificate must be revoked due to suspected compromise, and a new certificate is immediately issued, or when an Issuing CA elects to revoke and re-issue in lieu of suspension as provided for in the State of Washington Certificate Policy (CP), the same GUID will be assigned to the Subscriber.

One person may have multiple accounts simultaneously, which means that one person may have multiple GUIDs.   Having multiple GUIDs per person allows software applications to differentiate an individual performing roles in work and non-work settings.

First Time Certificate 

When an application is approved and a certificate is ready for manufacturing, a GUID is created and inserted in the certificate. If the assurance level is standard, only one certificate is manufactured and the GUID is inserted in it.  If assurance level is intermediate or high, two certificates, one encryption and one signing, are created and both will contain the same GUID. 

Renewals

When a certificate is renewed, the new certificate(s) is(are) manufactured using the same GUID.  Those two sets of certificates will have the same GUID for a short period of time.  This overlap is due to the issuance of new certificate(s) before the original set is expired.

Upgrades 

When an upgrade is requested prior to renewal, new certificates are manufactured using the same GUID.  In this instance, multiple certificates will have the same GUID. The Subscriber may keep multiple certificates until the first set of certificates expires. From that time on, only the currently valid certificate(s) will have the same GUID.
Encryption Key Recoveries 

When a key recovery is requested, two new certificates are manufactured using the GUID from the previous certificates.  The previous certificates are revoked.  In this instance, only two certificates will have the same GUID.
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